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ABSTRACT

Order-revealing encryption which enables a range query over encrypted data is attracting attention as one of the important
security technologies in industry such as IoT, smart manufacturing, and cloud computing. In 2015, an ideally-secure
order-revealing encryption whose ciphertexts reveal no additional information beyond the order of the underlying plaintexts
has been proposed. However, their construction is too inefficient for practical use and some security analysis of multilinear
maps, which their construction relies on, have been proposed. Recently, more practical schemes have been proposed,
focusing on achieving practically usable efficiency rather than the ideal security. In this paper, we propose a more
storage-efficient order-revealing encryption scheme than the Lewi et al.’s scheme most recently published by presenting an
idea that can generate shorter ciphertexts without any security loss.
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Table 1. Storage Comparison (block size =
ciphertext size for plaintext (N), total ct size=
ciphertext size for d-ary plaintext x= Xi1x2...Xn.
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